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~ The MAILING DATE of this communication appears on the cover sheet with the correspondence address — 
Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) t^NTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to repty within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months afler the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)^ Responsive to communication(s) filed on 12 March 2004 . 
2a)n This action is FINAL. 2b)^ This action is non-final. 

3) n Since this application is in condition for allowance except for fomrial matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parfe Quay/e, 1935 CD. 11, 453 O.G. 213. 

Disposition of Claims 

4) K Claim(s) 39-42.44-49,51,52 and 54 is/are pending in the application. 

4a) Of the above claim(s) 1-38,43,50 and 53 are cancelled. 

5) n Claim(s) is/are allowed. 

6) ^ Claim(s) 39-42,44-49,51,52 and 54 is/are rejected. 
?)□ Claim(s) is/are objected to. 

8) n Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) 0 The specification is objected to by the Examiner. 

10) 0 The drawing(s)'filed on is/are: a)n accepted or b)n objected to by the Exaitiiher. * 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
Replacement drawing sheet(s) including the con-ection is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

11) 0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or fornn PTO-1 52. 

Priority under 35 U.S.C. § 1 1 9 

12) n Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (0- 
a)n All b)n Some * c)n None of: 

1 .□ Certified copies of the priority documents have been received. 

2. n Certified copies of the priority documents have been received in Application No. . 

3. n Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 
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1) B Notice of References Cited (PTO-892) 

2) n Notice of Draflsperson's Patent Drawing Review (PTO-948) 

3) □ Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 
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4) n Inten/iew Summary (PTO-413) 

Paper No(s)/Mail Date. . 
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DETAILED ACTION 

1. The communication filed on 3/12/04 amended Claims 39, 44, 51, 52 and 54 and cancelled Claims 43, 50 
and 53. Claims 39-42, 44-49, 51-52 and 54 remain for examination. 

Information Disclosure Statement 

2. The information disclosed in Handbuch der Chipkarent, XP-002176035, XP-002176034 by Rankl and 
Effing, and EP0847031 issued to Lohmer et al, fails to comply with 37 CFR 1.98(a)(3) because it does not 
include a concise explanation of the relevance, as it is presently understood by the individual designated in 37 
CFR 1.56(c) most knowledgeable about the content of the information, of each publication listed that is not in 
the English language. It has been placed in the application file, but the information referred to therein has not 
been considered. 

Response to Arguments 

3. AppUcanfs arguments with respect to Claims 39-42, 44-49, 51-52 and 54 have been considered but are 
moot in view of the new ground(s) of rejection. 



Allowable Subject Matter 

4. The indicated allowability of Claims 43 and 50 is withdrawn in view of the newly discovered references: 
US 4742215 issued to Daughters et al and US 5988510 issued to Tuttle et al. 
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aaim Rejections - 35 USC §103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness rejections set 
forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 102 of this 
title, if the differences between the subject matter sought to be patented and the prior art are such that the subject matter as a whole 
would have been obvious at the time the invention was made to a person having ordinary skill in the art to which said subject matter 
pertains. Patentability shall not be negatived by the maimer in which the invention was made. 



5. Claims 39-42, 44-49, 5 1-52 and 54 are rejected under 35 US.C. 103(a) as being unpatentable over US 
4742215 issued to Daughters et al, herein referred to as Daughters in view of US 5988510 issued to Tuttle et al, 
herein referred to as Tuttle. 



Referring to Claims 39 and 52: 

Daughters discloses an information processing device for supplying management information to a 
data storage device, said information processing device comprising: 

forming means for forming management information that manages a storage area in the data storage 
device in a layered structure, said management information pertaining to a definition area to be formed in the 
data storage device, said definition area being used to define storage areas of the data storage device for use in 
providing services (col 3, Unes 20-30); 

communication means for communicating the encrypted management information to said data storage 
device, to enable said definition area to be formed therein based upon said management information (col 3, lines 
10-55); and 

means for generating a check code to check whether the management information has been tampered 
with or not, wherein said encrypting means encrypts the check code together with the management information 
(col 9, lines 25-45). 
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Daughters does not explicitly discloses "encrypting means for encrypting said management information, 
said encrypting means encrypting a lower layer of the management information by using a key contained in an 
upper layer of the management information". 

Tuttle discloses encrypting means for encrypting said management information, said encrypting means 
encrypting a lower layer of the management information by using a key contained in an upper layer of the 
management information (col 6, lines 35-60). 

At the time the invention was made, it would have been obvious to a person of ordinary skill in the art to 
modify the teachings of Daughter such that the management information is encrypted. One of ordinary skill in 
the art would have been motivated to do this because it would prevent unauthorized reading of the storage and 
private information (col 6, lines 5-20). 



Referring to Claim 40: 

Daughters in view of Tuttle disclose the limitations of Claim 39 above. Tuttle further discloses said 
communication means is configured to transmit the encrypted management. information through a . < . 
predetermined transmission medium (col 6, lines 30-40). 



Referring to Claim 41 : 

Daughters in view of Tuttle disclose the limitations of Claim 39 above. Daughters further discloses said 
forming means forms said management information such that the management information contains a storage 
area identifying code to be allocated to a storage area of the data storage device to be managed, and is used to 
identify said storage area (col 9, lines 55-65 and col 10, lines 25-55). 
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Art Unit: 2135 
Referring to Claim 42: 

Daughters in view of Tuttle disclose the limitations of Claim 39 above. Daughters further discloses said 
forming means forms said management information such that said management information contains 
information on the amount of empty capacity of said storage area to be managed (col 13, line 55-col 14, line 5). 

Referring to Claims 44 and 54: 

Daughters disclose a data storage device comprising: receiving means for receiving encrypted 
management information from an external equipment, said management information pertaining to a definition 
area to be formed in the data storage device, said definition area being used to define storage areas of the data 
storage device for use in providing services, wherein said storage areas are managed with management 
information in a layer structure and containing a key (col 9, line 55-col 10, line 15); 

management information storage means for storing the management information; and management 
means for forming the definition area defining said storage areas in a layered structure, and also managing the 
„ . . . storage_areas, on the.basis of the received management information. (coL10,-lines lr22),.and _ - . 

operation means for operating on a cheek code to check whether the management information has been 
tampered with or not, wherein said decrypting means decrypts the check code together with the management 
information (col 9, lines 40-50). 

Tuttle discloses decrypting means for decrypting a lower layer of the encrypted management 
information by using said key, said key being contained in an upper layer of the management information; data 
storage means for storing data to supply predetermined services, wherein access to a storage area of said data 
storage means is provided by said key (col 6, lines 10-20); 

At the time the invention was made, it would have been obvious to a person of ordinary skill in the art to 
modify the teachings of Daughter such that the management information is decrypted. One of ordinary skill in 
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the art would have been motivated to do this because it would prevent unauthorized reading of the storage and 
private information (col 6, lines 5-20). 



Referring to Claim 45: 

Daughters in view of Tuttle disclose the limitations of Claim 44 above. Tuttle further discloses said 
receiving means provides access to said external equipment through a predetermined transmission medium (col 
6, lines 30-40). 

Referring to Claim 46: 

Daughters in view of Tuttle disclose the limitations of Claim 44 above. Daughters further discloses said 
management means is arranged to manage said storage areas in response to an instruction from said external 
equipment (col 3, lines 15-55). 

Referring to Claim 47: 

Daughters in view of Tuttle disclose the limitations of Claim 44 above. Tuttle further discloses said 
receiving means is arranged to perform the communications with said external equipment in a contact or 
non-contact state (col 5, lines 40-65; col 6, line 65-col 7, line 10), 

Referring to Claim 48: 

Daughters in view of Tuttle disclose the limitations of Claim 44 above. Daughters further discloses said 
management information contains a storage area identifying code which can be allocated to said storage area to 
be managed and is used to identity said storage area (col 14, lines 25-60). 
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Referring to Claim 49: 

Daughters in view of Tuttle disclose the limitations of Claim 44 above. Daughters further disclose said 
management information contains information on the amount of an empty capacity of said storage area to be 
managed (col 13, line 65-col 14, line 5). 



Referring to Claim 5 1 : 

Daughters discloses an information processing system comprising a data storage device and an 
information processing device, said information processing device comprising: forming means for forming 
management information that manages a storage area in the data storage device in a layered structure (col 3, 
lines 20-60); 

and communication means for communicating the encrypted management information to said data 
storage device, said data storage device comprising: receiving means for receiving encrypted management 
information from said information processing device (col 8, lines 20-35; col 10, lines 25-55); 
.. . . data storage means for storing data to supply a predetermined service, wherein access to a storage area. „ 
of said data storage means is provided by said key; management information storage means for storing said 
management information (col 10, lines 15-25); and 

management means for forming a definition area defining the storage areas of said data storage means in 
a layer structure, and also managing the storage areas, on the basis of the received management information (col 
10, lines 1-25); and means for generating a check code to check whether the management information has been 
tampered with or not, wherein said encrypting means encrypts the check code together with the management 
information (col 9, lines 40-50). 

Daughter does not explicitly disclose "encrypting means for encrypting said management information, 
said encrypting means encrypting a lower layer of the management information by using a key contained in an 
upper layer of the management information; and 
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decrypting means for decrypting the lower layer of the encrypted management information by using the 
key contained in the upper layer of the management information". 

Tuttle discloses encrypting means for encrypting said management information, said encrypting means 
encrypting a lower layer of the management information by using a key contained in an upper layer of the 
management information (col 6, lines 10-20); and 

decrypting means for decrypting the lower layer of the encrypted management information by using the 
key contained in the upper layer of the management information (col 6, lines 30-45). 

At the time the invention was made, it would have been obvious to a person of ordinary skill in the art to 
modify the teachings of Daughters such that information is encrypted. One of ordinary skill in the art would 
have been motivated to do this because it would prevent unauthorized access to the data stored in the ROM (col 
6, lines 40-68). 

Prior Art 

6. The prior art made of record.and not relied upon Js considered pertinent.to .applicant!s. disclosure 



US 571543 1 issued to Everett, David B. et al. Everett discloses a method of writing data to non-volatile 
memory such as electrically erasable programmable read only memory (EEPROM) in a smart card provides a 
write status region of EEPROM which is examined on each reset of the card. If the preceding write operation 
was unsuccessful, perhaps because of deliberate manipulation of the card, a recovery procedure is 
implemented. If recovery is successful, the card operation can be run. Otherwise the card is unusable. 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the examiner should be 
directed to Monplaisir G Hamilton whose telephone number is (703) 305-51 16. The examiner can normally be 
reached on Monday - Friday (8:00 am - 4:30 pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Kim Y Vu 
can be reached on (703) 305-4393. The fax phone number for the organization where this application or 
proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be obtained from 
either Private PAIR or Public PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) at 866-217- 
9197 (toll-free). 



Monplaisir Hamilton 




